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STRATEGIC LEAKING
Gary Sick

The Obama administration has been playing smart with the press
and with the Israelis. It is less clear what the effects are on Iran.

PRESIDENTIAL AUTHORITY TO LAUNCH A
NUCLEAR ATTACK
E. Packer Wilbur

The power to launch U.S. nuclear weapons lies solely with the
President. To put that power of destruction in the hands of a
single person is pathetically dangerous, especially given the
illnesses of recent Presidents.

Marvin Zonis + Associates, Inc., (MZ+A) helps firms assess, monitor and
manage political risk. “Political risk” refers to the uncertainties that arise from
instances of political instability (such as riots and coups), poor public policy (such
as inflation and currency crises), and weak institutional frameworks (such as dis-
criminatory regulations and ineffective legal systems). “Political risk
management” refers to the development of processes, structures, and knowledge
that allow firms to deal effectively with political risk.

In accordance with Title 17 U.S.C. Section 107, this material is distributed without
profit to those who have expressed a prior interest in receiving the included infor-
mation for research and educational purposes.

To SUBSCRIBE to the email distribution list, please submit your name, title,
company information, telephone number, fax number and email address to
werner@marvinzonis.com. You will be added to the list immediately. To
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and indicate your request to be removed from our distribution list. You will be
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Pretend for a moment that you are the president of the United States and you
have gotten yourself into a bit of a hole with your Iran policy.

First you offered to negotiate with Iran over nuclear (and potentially other) issues
without the Bush preconditions. But there were powerful political forces that felt
this was an example of your inexperience and even appeasement tendencies. So
you unwisely accepted a six month deadline for the negotiations to show that you
meant business. You tried to soften that by saying you would take another look at
the issue at the end of the year, but everyone ignored that and let you know that
January 1 was the drop dead date to solve all the negotiating problems with Iran.

In the meantime, the most serious internal revolt in thirty years exploded in Iran.
It was not clear how this would affect the behavior of the regime on international
issues. Some said the regime was weakened and vulnerable and so would more
readily yield to pressure; others thought Iran's rulers would become more
belligerent internationally to compensate for their internal weakness.

You had a couple of rounds of meetings with the Iranians and jointly came up with
a fiendishly clever ploy. Iran would ship out quite a lot of its low enriched uranium
(LEU), thereby reducing its stockpile that might be turned into a bomb, and
Russia and France would provide them with more highly enriched fuel to be used
in their research reactor that makes medical isotopes. Everybody wins. But when
the Iranians took this home, they were savaged by their own political opposition
for buying a pig in a poke. In disarray, they backtracked and started looking for a
face-saving alternative, specifically to conduct the swap on Iranian soil or, later, in
Turkey.

This situation was complicated by the discovery (or Iranian announcement, we're
not quite sure) of a previously unannounced uranium enrichment site which was
immediately inspected by the IAEA. Some think that this was Iran's Plan B, to
have a separate enrichment capability if the primary site at Natanz was bombed
by Israel or the US; others think the site was intended as a covert production line
to produce a bomb. The punditocracy decides that it was a covert bomb
production line.

Moreover, the punditocracy, which had already decided on the deadline of
January 1, now decides that the Iranians negotiated in bad faith and the
negotiations were at a total dead end. The congress, which had reluctantly stayed
quiet on the subject, now returned to its usual political game of looking tough by
bashing Iran. Sanction bills threatening interdiction of gasoline shipments to Iran
were passed overwhelmingly in the House and were due to pass with equal
margins when the Senate returned in January.

Your critics (who wanted merely token negotiations followed by crippling sanctions
and, if possible, war) rubbed their hands in anticipation. A leading neocon-
servative gleefully remarked that everything was proceeding according to script.
AIPAC issued a triumphant declaration as gasoline sanctions rolled through the
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congress – at: http://www.aipac.org/NearEastReport/20091230/house-passes-
iran-sanctions-bill.html

So, Mr. President, here you are on January 1. The "deadline" is upon you. Your
allies and your opponents in congress are ready to hit you with a dilemma – either
impose crippling sanctions or look like an appeaser. Yet you know that gasoline
sanctions are perhaps the worst idea to come out of the Congress since they
opposed the purchase of Alaska. The sanctions would enrich and empower the
Revolutionary Guards, undercut the Green opposition, identify the US as the
enemy of the ordinary citizen in Iran, and possibly start us down the slippery slope
to another disastrous war in the Middle East. But it looks great on a bumper
sticker, and Glen Beck will savage anyone who dares oppose it.

So what to do?

Well, Mr. President, you have some cards of your own up your sleeve. You know
that Israel is not really going to attack Iran. They can't do anything significant with-
out US help, and George Bush already told them not to expect that. But they have
invested so much in their campaign to convince the Israeli population and the
entire world that Israel's survival as a nation is imminently in peril that they can't
be seen to back down. They might welcome some help to get them off their own
sticky wicket.

You also know that the Iranian nuclear program is nowhere near a bomb and has
actually made little progress in that direction for years, regardless of the
punditocracy consensus to the contrary in defiance of the facts. There is plenty of
time if you can just calm the domestic political furor.

It's time for some strategic leaking.

First, give an exclusive interview to the Washington Post just before the New
Year’s “deadline” at http:dyn/content/article/2009/12/29/AR2009122903415_pf.
html that makes two major points: (1) The administration's policy of engagement
has succeeded in creating turmoil and fractures within Iran's leadership, i.e. the
policy has been a success, not a failure; and (2) the administration is planning for
highly targeted sanctions that will hit the Revolutionary Guards rather than the
average Iranian citizen. That sends a clear signal to the congress that its
infatuation with petroleum sanctions is not replicated in the White House, for all
the reasons listed above, and to the uber hawks that there will be no rush to war
with Iran in the new year. At the same time, launch a major rhetorical campaign by
the president in support of the civil and political rights of the Iranian opposition.

It works. The increasingly hawkish Washington Post editorial board commends the
president for his "shift" on human rights (though piously calling for more) and
ignores the sanctions game in congress – at: http://www.washingtonpost.com/wp-
dyn/content/article/2009/12/28/AR2009122802007.html

Of course, having fed the Washington Post, the New York Times is jealous and
needs its own exclusive. Provide that over the New Year holiday by letting as
many as six top administration officials meet privately and anonymously with two
NYT reporters to let them in on some more secrets: (1) In another cunning
success, the administration has outed the covert Iran bomb production facility at
Qom thereby rendering it useless; (2) hint that the administration may be
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responsible for sabotaging Iran's centrifuges, which accounts for the fact
(completely unacknowledged until now, despite being reported for the past two
years by the IAEA) that Iran is not actually using about half of its installed
centrifuges; (3) reiterate that the coming sanctions are to be aimed at the
Revolutionary Guards, not the average Iranian citizen, and are likely to succeed
because the regime is so weakened internally; and (4) declare unequivocally that
the Iranian "breakout capability," i.e. its ability to shift from nuclear energy to
actually building a bomb, is now years away.

This also works. The two NYT reporters, though apparently a bit confused about
this U-turn in threat assessment from only three months ago, dutifully report what
they have been told. The administration is credited with several successes, and
the reporters seem convinced that the White House is showing toughness and skill
in derailing the Iranian nuclear rush to the bomb. In the meantime, the reporters
scarcely note that the administration is not declaring the negotiations dead after all
and is pursuing the Turkish option of a uranium swap. No mention of a deadline.

Finally, the NYT reports that the Israelis have been persuaded that the targeted
sanctions now being discussed are worth trying "at least for a few months." That
was attributed to a senior Israeli official on the basis of back channel talks, but it
had actually been announced by Prime Minister Netanyahu to the Knesset a week
earlier in a speech that received almost no attention in the U.S. – at:
http://www.pmo.gov.il/PMOEng/Communication/PMSpeaks/speech40sigh231209.
htm No more talk of deadlines, crippling sanctions or air strikes.

In short, Mr. President, you have taken what appeared to be a losing hand and,
with a few well-placed leaks, transformed it into a victory over Iran. You have
converted a lose-lose proposition of crippling sanctions vs. appeasement into an
Iranian nuclear collapse. The imminent threat of Iran has become an indefinite
delay of its breakout capability. The huffing and puffing of the congress has been
rendered irrelevant even before it hits your desk. A deadline has become a new
beginning of negotiations. And you brought the Israelis along with you, without a
peep of complaint. As for the punditocracy, so far so good.

Not bad for a beginner, Mr. President!

Gary Sick is a senior research associate at Columbia University and adjunct professor of
International and Public Affairs. He served on the National Security Council under
Presidents Ford, Carter and Reagan and was principal White House aide for Iran during the
Iranian Revolution and hostage crisis.

This piece originally appeared in his blog: http://garysick.tumblr.com/.
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PRESIDENTIAL AUTHORITY TO LAUNCH A
NUCLEAR ATTACK

E. Packer Wilbur

With a single order and acting by himself, the President of the United States has
the power to dispatch dozens and possibly hundreds of nuclear missiles.

The US has approximately 2,200 nuclear warheads available for immediate use
on intercontinental ballistic missiles, submarines and aboard aircraft or stored at
heavy bomber bases. As far as I can determine through discussions with former
officials and through reviewing non-classified materials, the President can order
the deployment of these weapons without any limitation and without consultation
with any other person.

The only check on this authority is the possibility that one or more individuals in
the chain of command will disobey the order. Because the chain of events from
authorization to launch can happen almost instantaneously, there may be very
little time for intervention. Under the present “launch on warning” command
system a President, advised of a possible attack, has just a few minutes to make
the decision to launch, delay or stand down. A launch could be authorized even if
there is no warning of an actual, suspected or impending attack.

There are carefully devised safeguards in place to prevent accidental or
unauthorized use of these weapons but the authority of the President appears to
be unlimited. In the 1960’s (and possibly even now) that authority was actually
“pre-delegated” under specified emergency conditions to military commanders so
that they could use pre-distributed authorization codes to order a rapid nuclear
response to an attack.

It is marginally, if cold-bloodedly, comforting to think that the lives lost will be
somewhere else, but what if this single command could bring destruction to
Chicago, Charlotte or Cheyenne or to dozens of other US cities large or small? It
is likely that an attack initiated by us would bring secondary effects and retaliation
to the continental US. Airborne radioactive smoke, soot and dust could sweep
quickly across continents and back to us. Retaliation by those we target is likely
to create an unlimited and uncontrolled escalation.

Throughout our history, Presidents have become physically incapacitated.
President Woodrow Wilson had two disabling strokes in 1919 and his disability
was shielded by his wife and close advisors. His Vice President was not allowed
to visit him until their last day in office. Several Presidents have had fatal heart
attacks and strokes. President John Kennedy was sometimes heavily medicated
due to various infirmities and several of our former presidents were, on occasion,
intemperate drinkers. President Reagan was seriously wounded in an
assassination attempt but remained officially in charge. After he left office, he was
diagnosed with Alzheimer’s disease and there is no way of knowing whether the
disease began while he was still in office.

Presidents, like the rest of us, get tired, angry, ill, and depressed. They can be
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impaired by medication or alcohol. Illnesses can be stealthy like Alzheimer’s
or a brain tumor or insanity; there is sometimes no clear dividing line between
normal and impaired. Since we are flesh and blood, our brains operating
through chemical and electrical synapses and our genetic structure the result
of continuing evolution, we cannot claim to be wholly logical or rational. Violence
and aggression may be built into our design.

It seems self evident that no single person should have the power to order
massive and instantaneous worldwide loss of life. Other nuclear nations have
similarly flawed systems of nuclear authorization, which need revision to provide
additional safeguards. Clearly, any changes in these systems will have to be
initiated and led by the United States. At the same time, no one nation, including
our own, wants to be the first to reduce its ability to respond quickly to an attack.

Our own system was carefully constructed at the dawn of the nuclear age to deal
with the exigencies of the Cold War. It may or may not have been appropriate
then. Half a century later, it is time for us to rethink these policies.

The author is a member of the Dean’s International Council, The Harris School of
Public Policy Studies, The University of Chicago and a former member of the Dean’s
Council, The John F. Kennedy School of Government, Harvard University. He can be
reached at EPWilbur@SouthProp.com. (Editor’s Note: For further elaboration of
malfunctioning U.S. Presidents, see Jerrold Post and Robert S. Robins, When Illness
Strikes the Leader, The Dilemma of the Captive King, Yale University Press, 1995.)


